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My path was quite linear. Perhaps too linear...

Undergrad @ University of Wisconsin E

= Math education — Math BUDAPEST SEMESTERS
IN MATHEMATICS

= Summer math programs for women

Study abroad in math program

Undergrad research

Internship with small gov’t contractor

Grad @ Rutgers

= Planned to NOT work in academia after graduation
= Pure math, not applied. That was a choice.
* Fellowship with DHS — internships at PNNL

Postdoc @ PNNL started summer 2011

Paul Heideman and | doing
undergrad research at UW
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PNNL Is advancing
sclentific frontiers
and providing
solutions to critical
national needs
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Scientific Discovery

M DATA SCIENCE

« Join extreme scale
computing and big data

« Deliver advanced
visualization technologies
and novel algorithms
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« Apply artificial intelligence
and machine learning to
complex computational Search for internship and
problems career opportunities at

https://careers.pnnl.gov/
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Plan of the talk

* Cybersecurity 101 (accelerated version!)
« Graphs and hypergraphs via network flow

« Topology via high-dimensional data
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LARGE COMPANY ; THE INTERNET
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= C (1| https://www.google.com

< C (1| https://www.google.com

Google

May 3, 2025
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< C 1| https://www.google.com

2. F'low record

. sSource 1P

source Port
Destination IP
Destination Port
Packet count
Byte count

Start time

Northwest  |nternet communication — behind the scenes

| would like to see google.com 142.251.33.110

| acknowledge your request and

will send when you are ready

| am ready to receive!

>

Here is the content %

IP142.251.33.110  p First your browser must find the IP address for

google.com via a DNS server

» Then your browser establishes a connection with
the google.com server via a TCP 3-way handshake

» Each message is broken up into potentially multiple
packets and reassembled at the destination

» Packets can be aggregated into conversations
called flow (e.g., IPFlow, NetFlow) DATAII

May 3, 2025



Root ()
Server

Flow record pd}

Source 1P
Cource Port DNS Requests = _¢
Pacific v 3

Northwest A Sea Of Data  Pestination IF
Destination Port
Packet count

. . Byvte count
Authentication: SSH, Kerberos, ... M . ow -~
Start time

)
( End time

e
Process logs |

O -]
g =

1. www.example com. A? i* 4. example com. NS? =
.4

com
Server (Y)

-

2, www.example.com. AN 5, axample.com. NS Z
P
¢

1

example.com
Server (2)

£ Process Monitor - Sysinternals; wwaww.sysinternals.com — O bt

File Edit Event Filter Tools Options Help Flrewa” IOgS
FHIABRE AP E AN #HEBLIN

Time of Day Process Mame FID Operation Path
3:25:26.8119512 PM (2 IEXPLOREEXE 20428 ¥ RegOpenkey HKCLK: — )
3:25:25.8119778 PM (2 IEXPLOREEXE 20428 # RegSetinfokey Hecoy (0 A > T T]
325258119919 P (2 IEXFLOREEXE 20428 ﬁRegOuery\falue HKCLR: Eoocc T : I ! T
3:26:25.8120133 PM 22 EXPLOREEXE 20428 @f RegClosekey HKCUA:
3 2e b reateFileMapping Chwin

3:25:25.8621627 P pEng.exe 3116 b QueryStandardinformationFile
3:25:26.8752019 PM W MshpEng.exe 316 %Createl:ile Chlsel

3:25:25.8752460 PM W MshdpEng.exe 3116 %QuerySeu:uriinile CihlUser
‘ 3:25:25.8752665 PM W MskdpEng.exe 3116 %FileSystemCuntrul Cillser
- 3:25:25.8752874 PM W MshpEng.exe 316 %FileSystemCDntrul Chlse
3:25:25.8753063 PM W MshdpEng.exe 3116 %CloseFile Cillser ¥
< >
Showing 80,042 of 109,936 events (72%) Backed by virtual memory -

Smare

alert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any
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Northwest ~ Aligning data with the cyber kill chain

: gt\:}htyjd P gltﬂt't ' ghdktgv sl ° The Cyber Kill Chain® lays out the steps that
an adversary goes through to compromise a
ﬁgmr%a.;::;ce system and get what they are looking for
- £5° engineering, web searches = This h_elps us organjze how we think about
B Using gathered recon detection — the earlier the better!
to engineer the
explol g Delivery * How can we protect our networks?

Dellverlng exploit by any
Exploitation @a means necessary
Using a vulnerability

to run code on &~
u O-0

* Inspect the data we have to discover:

o v" Known patterns of bad behavior
victim’s system

oo Installation v Unknown anomalies
¢-o Load and install malware o |
on compromised system g
Command&ﬁ | p y Build in resilience

Control (c2) o>
Channel established

N oV
for remote access tog> & " Actions on Objectives
victim & $<° With access to the system

©>0 the attacker can carry out  https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
their goal

May 3, 2025
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* Cyber systems do not have “laws of physics” type
rules. Every rule or standard can be broken.

= They can be broken by benign people that do not realize
there is a rule, or by sophisticated adversaries.

« Adversaries are finding and exploiting vulnerabilities faster than defenders can
identify them

« Signature-based alerts are still necessary,
but threat hunting and anomaly detection
are finding traction
= Caution: An anomaly on one network Is perfectly

normal on another (e.g., off site backup vs. data
exfiltration)
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Northwest  “OODA loop” — where can mathematicians fit?

Observe
* Collect data

Act Orient
« Carry out the actions * Develop situational

awareness

* Run “analytics” on collected
data

Decide

 What should we do based on
observed data

« E.g., patch, segment, target
additional data collection
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« Graphs and hypergraphs via network flow

« Topology via high-dimensional data
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Northwest ~ Application #1: Host and network data

time action- host principal source IP dest IP dest | protocol |image path
object port

9/24 MESSAGE- SysClient0501  bantonio 2192 10.20.5.191 10.20.2.66 5999 python.exe

10:45:00 FLOW

9/24 START-FLOW  SysClient0501  bantonio 836 132.197.158.98 202.6.172.98 80 TCP powershell.exe
10:45:02

9/24 MESSAGE- SysClient0501  bantonio 5100 142.20.57.246 142.20.61.132 80 TCP outlook.exe

10:45:25 FLOW

9/24 START-FLOW  SysClient0501 bantonio 648 142.20.57.246 202.6.172.98 443 TER powershell.exe
10:45:29

« Snapshot of data from Operationally Transparent Cyber (OpTC) data set
which includes both host and network events

» Network data: communications between computers (recorded as “IP addresses”).
Records the two computers and metadata about the connection. (See table above.)

*» Host data: processes occurring on individual computers.

* Questions: What connection patterns exist? How do they change over time?
Can we find unusual patterns or connections? What do they mean?

https://github.com/FiveDirections/OpTC-data/



https://github.com/FiveDirections/OpTC-data/

\*g/ Mathematical model for communications:

Pacific

Northwest  (Sraph

« Graphs provide a mathematical model of
data focused on 2-way relationships

» To ask certain kinds of questions
v Connectivity of entities
v'Clustering structure

= To model certain kinds of interactions
v’ Pairwise relationships

G = (V,E),E C (‘2/)
= Network flow graph:

v '\ =
V IP addresses / hOStS Data from http://csr.lanl.gov/data/cyberl/

v' E = communications 2 minutes of flow in LANL system:
V|=842, |E|=1038



http://csr.lanl.gov/data/cyber1/

\*g/ Network science: methods to study structure of

Pacific

Northwest  raphs from real data

Graph properties

* Degree (distribution)

« Walk, Path, Diameter
« Connected components

« Centrality

 Clustering coefficient

 Triangle counting




\‘3?/ Network science: methods to

Pacific

Northwest  raphs from real data

Graph properties
Degree (distribution)
Walk, Path, Diameter
Connected components

Centrality — measured for each vertex

study structure of

PN, dUd-Xapul/my/BI0 BIpatuR{IM SUOWIO0D; - SOy

GEBY906E

‘0% VS-A9 DD Hdom umQ - 0zzooolde ] Ag


https://commons.wikimedia.org/w/index.php?curid=39064835

7 Network science: methods to study structure of

Pacific

Northwest  raphs from real data

Graph properties

» Degree (distribution)
Walk, Path, Diameter
Connected components
Centrality

Clustering coefficient

Triangle counting Recall our questions: What connection
« * patterns exist? How do they change over

time? Can we find unusual patterns or
connections? What do they mean?

* Number of edges, density, average distance, random graph models, link prediction
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* What are they?

* Models that create graphs possessing properties we are
Interested Iin

« What are they good for?
= Null model for algorithm testing and experiments _
= Create synthetic graphs on different scales
= Create surrogate graph to protect anonymity of data

= Graph generation process may give insight into properties -
being matched

Our focus

* What makes them good?
= Inputs are compact & few
= Easily measured from real data or generated artificially
» Generalized and formalized generation process
= Avoid ad hoc methods/restrictive assumptions on inputs
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Erdos-Réenyi
 Matches: average degree / density

 Inputs: number of vertices (n), edge
probability (p)

u ? %

All edges
iIndependent

Classic simple generative models

Chung-Lu
 Matches: degree distribution

* Inputs: degree sequence {d;} where
d; Is desired degree of v;

?
Q.0
P(virv]) — Yd,
« Typically
small-world

Fan Chung Linyuan Lu
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Dynamic graph: {G;}:cr where Gy = (V4, Ey) is a | [ T

Graph: G = (V, E) with vertices V and edges F g, %

graph and 7' is a set of times

Dynamic graph considered as a 3-tensor with dimensions T XV XV

Entry at index (t,v,w) if (v,w) € E;

(Static) Random graph models often used as null models — Erdos-Renyi, Chung-Lu, other

specialized models

Random dynamic graphs:

Dynamic Erdos-Renyi 1 — missing edges appear with probability a, existing edges disappear with
probability 3

Dynamic Chung-Lu ! — Poisson process, edges added at rate A, removed at rate p

Dynamic block model 1 — Poisson process, rate of addition and removal of edges depends on group
membership

Additional survey of methods 2

1 Xiao Zhang, Cristopher Moore, and Mark EJ Newman. "Random graph models for dynamic networks." The European Physical Journal B 90.10 (2017): 200.
2 Holme, Petter, and Jari Saramaki. "Temporal networks." Physics reports 519.3 (2012): 97-125.



3A. Hagberg, N. Lemons, and S. Misra, Temporal
) reachability in dynamic networks, in Dynamic
H ag b e r g - L e m O n S - M I S ra (H L M)3 Networks and Cyber-Security, WORLD

SCIENTIFIC (EUROPE), Mar 2016, pp. 181-208.
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HLM was created to mimic
Desired degree sequence: wi, wa, ..., Wy, network traffic

(1 1s Chung-Lu graph with this deg. sequence Each G, is Chung-Lu

Parameter « € |0, 1| controls extent to which Cannot capture density changes

Gi4+1 depends on G; over time.
Note: can
Pairs (u,v) In generalize to
M with prob. a arbitrary edge
probability
matrix P and
alphas for

each edge

25



7 Temporal HLM = THeLMa
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Desired degree sequence: wq, ws, ..., Wy,
Temporal parameter: 71,79,..., 7,

(1 is Chung-Lu graph with this

deg. sequence times 7y

Parameter o € |0, 1| controls extent to Wthh
(G;11 depends on G; ‘

Pairs (u,v) Iin
M with prob. a

Joint with Sinan Aksoy, Helen Jenne, Stephen Young

THelLMa: Include density
parameter in evolution

G; no longer Chung-Lu because
of presence of T parameters

26
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« Assumption: anomalies are sparse in network data

* Measure simple parameters from observed data
= Average degree sequence across time = average degree for each vertex
= 7 = Number of edges for each time step
» ... it's not so simple, but it's possible (MLE estimator) [paper in progress]

* Generate a THelLLMa segquence using the measured parameters

« Use the generated dynamic graph as a baseline for:
= Anomaly detection
= Background identification/subtraction
= Anomaly injection for algorithm testing
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Northwest  Tyyo days of network flow# in 3-minute time windows

Number Of - E :5:;2231 clip correction Normallzed 0.08 - : synthetic
edges (tau) oo degree
sequence (W) ]
6000 - 0.00 || J" ] I " ~“‘Li l

Number of oo | | Largest et
components | component s
0009 LANL 2000 mekm*‘mm
—— synthetic

4 https://csr.lanl.gov/data/cyberl/



https://csr.lanl.gov/data/cyber1/
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hypergraphs via network flow

« Topology via high-dimensional data

Graphs model pairwise
Interactions. Random models
can generate realistic data
sets to help explore properties
consistent with real systems.

=30 -20 -10 0 10 20 30
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Northwest  Graph structure is only part of the story...

time action- host principal source IP dest IP dest | protocol |image path
object port

9/24 MESSAGE- SysClient0501  bantonio 2192 | 10.20.5.191 10.20.2.66 5999 python.exe

10:45:00 FLOW

9/24 START-FLOW | SysClient0501 bantonio 836 132.197.158.98 202.6.172.98 80 TCP powershell.exe
10:45:02

9/24 MESSAGE- SysClient0501  bantonio 5100 | 142.20.57.246 142.20.61.132 | 80 TCP outlook.exe

10:45:25 FLOW

9/24 START-FLOW | SysClient0501  bantonio 648 142.20.57.246 202.6.172.98 443 TER powershell.exe
10:45:29

* Network flow has so much more information than just pairs of IPs!
* Ports can be surrogates for type of communication
* Protocols dictate the format of communication

* Host, principal (not always present in network flow) indicate who on the computer is
connected to the communication

* Image path and PID (also not always present) tie the communication to a specific
process

 How do we incorporate this information in a structural way?




\"57/ Mathematical model for group relationships:

Pacific

Northwest  Hypergraph

 Hypergraphs provide a mathematical model of
data focused on multi-way relationships

» To ask certain kinds of questions
v Connectivity of entities
v'Clustering structure
= To model certain kinds of interactions
v'Multi-way relationships
IPs (vertices) grouped

H — (V, E), E g 2V “Hyperedge”
into website domains

= Cyber hypergraph: (hyperedges)
v’ Vertices = IPs, ports, users, executables, ...
v Hyperedges = “behaviors”
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svchost.exe powershell.exe Isass.exe firefox.exe

Imagine your tabular data. Host01 0 1 0 0
] o Host02 0 0 1 1
 Attributes: Entities (rows) are o3 1 1 1 1
iIndicated as having specific Hocon ; . 1 ;
attributes or properties (columns) Hostos 1 . 1 1
camcountry.com crowmedicine.com sonymusicnashville.com elvisthemusic.com
« Joint relationships: Entities 16619 1 1 1 °
jointly participate in some 10-16.237.100 1 1 ° 1
relationship or activity 10-16.238100 1 1 1 1
10.16.235.100 0 1 1 T

Port 80 Port443 Port22 Port3389

° Numeric data: COnSider 10.20.30.40 10.262 0869 0619 0.989
threShO|ding the data 10.20.30.41 0312 14609  0.106 17.427
e.g., cell value > 1 10.20.30.42  7.401 0674 4977 0.831
10.20.30.43 0282  17.785  8.053 0.195

10.20.30.44 18484 14.705 0.028 16.451
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/._\ Host02 svchost.exe powershell.exe Isass.exe firefox.exe
ge
£ Host01 0 1 0 0
£O
@@
/ @ Host04 Host02 0 0 1 1
_ /-
powv \( @ Host03 _ Host03 1 1 1 1
e Host01 St
Nosy . ® Host05
Sxe Host04 0 0 1 0
{/+10.16.235.100 Host05 1 0 1 1
& ‘\ <“¢§ camcountry.com crowmedicine.com sonymusicnashville.com elvisthemusic.com
X %
,;07 ¢ 10.16.238.100 10.16.236.100 1 1 1 0
£ Q
So‘” R 10.16.237.100 1 1 0 1
& A\

& ¢10.16.237.100 10.16.238.100 1 1 1 1
610.16.236.100 frescot 10.16.235.100 0 1 1 1
S, s S Port 80 Port443 Port22 Port 3389

—Port2>  / @10.20.30.43
10.20.30.40 1 0 0 0
10.20.30.41 0 1 0 1
¢ 10.20.30.40
P 10.20.30.42 1 0 1 0
Ort 80
o i 10.20.30.43 0 1 1 0
'DOrt3 \
989 €10.20.30.41 10.20.30.44 1 1 0 1

[
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: Hypergraph properties

* Degree (distribution)
Edge size (distribution)
s-Walk, s-Path, s-Diameter y
ertex

s-Connected components or

. edge?
s-Centrality )
Clustering coefficient?
* Triangle counting?
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Northwest  \\/alks on edges or vertices?

— For graphs, essentially the same.

e LEach pair of vertices in G belong to at most 1 edge, so:

Vo,V1 5+, V-1,V — €1 5 ey €L
N——" N—— N~ N~~~
adjacent adjacent {vo,v1} {vk—1,v%}

e Each pair of edges in G intersect in at most 1 vertex, so:

>
€1,€2 ,...,€L_1,€L — V9 , V1 5...5 V-1 , Ug /6

incident incident e1\ez €i1Mez ex—1Mer €k\ek—1 " \ e d

— For hypergraphs, not the same.

e Each pair of vertices can belong to many edges. o

e Each pair of edges can intersect at many vertices.

Walks between edges: sequence of successively intersecting edges h Our focus
Walks between vertices: seguence of successively adjacent vertices
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- s-Walk: sequence of edges eq, ..., e such that |e; Ne;pq| > s
« Walks/paths in hypergraphs have width in addition to length:

A 2-Uniform Hypergraph Path: Two Hypergraph Paths:
(Edgewise) Length = 2 Same length = 2
Width = 1 A
o —eo o o % ,
Cm— O I O N '

As a 2-uniform HG -
Weak interactions: Width=1  Strong interactions: Width=3

* s-Path = s-Walk where edges are not repeated
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Hypergraph properties
AN

* Degree (distribution)

=
g fo : o :
7 4‘ | 7 « Edge size (distribution)
R - . N
4 7 /oy » s-Walk, s-Path, s-Diameter
o f - ®d" Vertex
B N7 » s-Connected components or
| eg” ¥ eh _ edge?
¥ » s-Centrality )
A3A7 7 : -
. o7 o  Clustering coefficient?
s | @ ®a. : :
A [ | or * Triangle counting?
i om | o ®s”
}. \-l;-’n 74- }-8 ¢
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IEIMI

SysClient0201.systemia.com NTAUTHORITY\SYSTEM 41142.20.56.198 | 142.20.59.255 System
SysClient0201.systemia.com NT AUTHORITY\NETWORK SERVICE 864| 10.20.4.125 224.0.0.252 5355| UDP  svchost.exe
SysClient0201.systemia.com NT AUTHORITY\NETWORK SERVICE 864 (142.20.59.255 || 224.0.0.252 5355/ UDP  svchost.exe
SysClient0201.systemia.com SYSTEMIACOM\zleazer 636 ]142.20.56.198 || 222.206.244.5 443 TCP firefox.exe
SysClient0201.systemia.com NTAUTHORITY\SYSTEM 41142.20.59.149 | 142.20.59.255 138 UDP  System
SysClient0201.systemia.com NT AUTHORITY\ANETWORK SERVICE 8641142.20.59.149 || 224.0.0.252 5355 UDP  svchost.exe
* Multi-dimensional data set: nD-array, n-column data frame {' 142:20.59.255 © 10204125

« Specify column set for hyperedges
= Unique combinations:
(142.20.59.255, 138), (224.0.0.252, 5355), (222.206.244.5, 443)
« Specify disjoint column set for vertices (blue)
= Unique vertices:
142.20.59.149, 10.20.4.125, 142.20.59.255, 142.20.56.198

« Avertex is contained in a hyperedge Iif there is a record with that
combination in the data. Think “hyperedges = common behaviors”

42.20.59.149

K‘ 142.20.56.198

(‘222 206
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* “Do the simple thing first”

« Sometimes just counting
things (vertices, edges,
degrees, edge sizes)
and looking for temporal
changes gives you
Insight.

= A. Network simulation
startup activity

= B. Actual red team
activity — “Deathstar” to
scan domain

e But there’s much more to
find in this data...

Joint with Helen Jenne

1000
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600

400

200

Number of vertices and maximum edge size, Day 1
V: (source IP, hostname), E: (dest port, dest IP)

e num vertices
max edge size
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e num vertices
max edge size

c s
s

ldentifying anomalies via simple dynamic
hypergraph measures

Number of edges and maximum degree, Day 1
V: (source IP, hostname), E: (dest port, dest IP)

140 ¢ num edges
max degree
120 9% _0%%0_s0eqeet”® o o
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Jenne, H., Aksoy, S.G., Best, D., Bittner, A., Henselman-Petrusek, G., Joslyn, C., Kay, B., Myers, A., Seppala, G., Warley, J., Young, S.J., and Purvine, E.

% Stepping Out of Flatland: Discovering behavior patterns as topological structures in Cyber hypergraphs. The Next Wave, 25(1), 2024.
FiInding complex patterns o

(C2A, HTTPS) .‘,".7':";'. R
Ll
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Northwest  Of connectivity

(DC3, HTTPS)|. *

(C2B, HTTP) 8

* While adversaries try to fly below the radar they still operate within the

network and likely do things that are abnormal. Their activities may create
unusual patterns of connectivity.

Dimension 1 Homology

12 . m  excluding malicious
e all hosts
Red singleton edge represents 10
335 identical edges containing e :
vertex for Sysclient0501 (58 = o JOSR HTIEY °
(DG2, WMI) . .‘@ rsantilli * "5, =
i (C2A, HTTPS) ) 3
" u .' bantonio % D . )
.. * .. : .o (IPZ! RDP) & ® bantonio 2 ® ) (3 (] o =
o' : . : (CZA, HTTPS) .l..f [ ] [ ] (] | (X} « @l e [ ]
7B, TP (DC1, LDAP ER LR EEEELEEEE AT L L I
. This structure is not always tied to
‘ I Edge containment malicious activity, but it is rare in this
structures data and thus potentially of interest.



o

Pacific

Northwest  P|an of the talk

NATIONAL LABORATORY

« Topology via high-dimensional data

Graphs model pairwise
Interactions. Random models
can generate realistic data
sets to help explore properties
consistent with real systems.

When interactions are multi-way a
hypergraph model can capture
more information and sometimes
identify additional structure.
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UMAP: metric=hellinger, n_neighbors=15, min_dist=0.1
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https://umap-
learn.readthedocs.io/en/latest/document_embedding.html

',,,_1255 231 42 21
W% ==

https://www.kaggle.com/c/cifar-10 32 8 44 103

9 10 8

PID Src 1P Dst [P Dst Port | Protocol | Image path
4 | 142.20.56.198 | 142.20.59.255 138 ubp System
L0 864 10.20.4.125 224.0.0.252 5355 UDP svchost.exe
e 864 | 142.20.59.255 224.0.0.252 5355 UDP svchost.exe
- 636 | 142.20.56.198 | 222.206.244.5 443 | TCP | firefox.exe
e 4 | 142.20.59.149 | 142.20.59.255 138 uDp System
L0 864 | 142.20.59.149 224.0.0.252 5355 UDP svchost.exe

Application #2: High-dimensional data (generally)

: ﬂ = 1= 101 54 12 220
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http://podcasting.commons.gc.cuny.edu/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.kaggle.com/c/cifar-10
http://www.flickr.com/photos/bburky_/5925354646/
https://creativecommons.org/licenses/by-sa/3.0/
https://umap-learn.readthedocs.io/en/latest/document_embedding.html
https://umap-learn.readthedocs.io/en/latest/document_embedding.html

\"“7/ Creating high dimensional data from cyber logs:

Pacific
Northwest  Feature engineering
PID Src 1P Dst IP Dst Port | Protocol | Image path
. . . 4 | 142.20.56.198 | 142.20.59.255 138 UDP System
* For a given time-window of data 864 | 10.20.4.125 | 224.0.0.252 5355 | UDP | svchost.exe
we can Create a feature Vector 864 | 142.20.59.255 224.0.0.252 5355 UDP svchost.exe
636 | 142.20.56.198 | 222.206.244.5 443 TCP firefox.exe
° _ . 4 | 142.20.59.149 | 142.20.59.255 138 UDP System
Hand Crafted features' 864 | 142.20.59.149 224.0.0.252 5355 UDP svchost.exe
= Count of unigue values in a column
i
= Count occurrences of specific values
in a column Count of Src IPs
= Numerical aggregations — min, max, Count of Dst Port = 443 1
mean, median, sum Count of Image path = svchost.exe 3
= Max degree of a graph of the data Max in-degree in Src IP -> Dst IP graph 3
B Max out-degree in Src IP -> Dst IP graph 2
 Machine learned features 222.206.244.5
= Train an autoencoder or LLM on log
142.20.56.198 142.20.59.255

lines, aggregate all encoded lines in
a window 142.20.59.149

10.20.4.125 224.0.0.252
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 Main assumption: Behavior varies smoothly from
set of recent small time windows to the next window

e Method:

= Partition data into time intervals, create a single vector for
each

» Baseline contains many time intervals — many vectors —
current time interval is single vector

= How, and how much, does adding the single vector
change the structure of the collection of baseline vectors?

730 | L | | L
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« Geometry without distance; stretchy geometry

* Properties (= holes) of geometric objects preserved under
“continuous deformation™ — stretching and twisting are ok
but tearing and gluing are not

« Abstract an object into a simpler version that preserves
certain properties — “topological iInvariants”

Bogdan Giusca, i :
CC BY-SA 3.0, *ﬂ”&" ﬁj"”'”"% i %
R AR i -.,-_JF
ili‘g sk

via Wikimedia
Commons ’“”*'ﬂ'ﬁﬂ'

Donut? Coffee cup?

Lucas Vieira, Public domain, via
Wikimedia Commons

1736 Leonhard Euler, Seven Bridges of Kdnigsberg


http://creativecommons.org/licenses/by-sa/3.0/
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* Given a point cloud o | _— o
we want to | | 3
understand its 1

coarse topological . |l

structure N Rt |
. Connect pointsat .. . . ||
Increasing distance |
thresholds | )

* Track birth and
death threshold for
topological features - > -
(“h0|eS”) T T YT o T T Yoo T3 Birth

Image credit: Sarah Tymochko
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Current
NetFlow
records
Baseline A i J S
NetFlow ::> :>
.o - .o - y Slow
records ST et A SO B Y ) TN
One point for New point added Persistent Homology provides
\/_ each time interval representing current dissimilarity scores to measure

system state how much the behavior changed

J

If sufficiently not anomalous,
add new point to baseline

Joint with Helen Jenne, Dan Best, Paul Bruillard, Alyson Gauthier, Greg Henselman-Petrusek,
Cliff Joslyn, Bill Kay, Audun Myers, Kathleen Nowak, Garret Seppala, Stephen J. Young




ml'gl\'l‘AtL}:lﬁm?r§$ B I tTO r re nt DeteCtI O n . Node Dissimilarity Scores
* Network flow for a single building was E
captured
= BitTorrent traffic added after the fact by node <
6893 during windows 278-301 o
* Feature vectors came from counts of g \ ’ RS 11 |
small graph patterns \ lMH (e m T ]‘
l ! A 'Il !{ l‘ln'\i 1 l l\l‘

* Our pipeline was able to detect an

sl |
| \ \
0“1‘;‘. LI\

|
.fn.

|
290 310

(i 34“

- 150 170 190 210 230 250 270 330 350
anomaly from 6893 during the correct Window Nurber
tlme WlndOWS 1015 145 34 564 6621 7515
1046 160 351 571 6623 823
117 168 3620 589 6624 824
N 1219 N 177 469 607 HEl 6625 842
N 1231 N 200 w48 627 N 67 8650
Il 136 B 304 I 488 s 6619 I 683 879
N 1397 H 3328 N 5 BN 6620 Il 6893 891

Christopher R. Harshaw, Robert A. Bridges, Michael D. lannacone, Joel W. Reed, and John R.
Goodall. 2016. GraphPrints: Towards a Graph Analytic Method for Network Anomaly Detection. In
Proceedings of the 11th Annual Cyber and Information Security Research Conference (CISRC '16).
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o N can generate realistic data
sets to help explore properties
consistent with real systems.

When interactions are multi-way a
hypergraph model can capture
more information and sometimes
identify additional structure.

Topology captures global
features in data sets
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Thank you

Check out our internships and jobs!
https://careers.pnnl.qgov/

Contact me with questions!

Emilie.Purvine@pnnl.gov

121.5
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50
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mailto:Emilie.Purvine@pnnl.gov

o

Pacific 255
Northwest IR VYN 231

255 199 63 8 42
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255 231 42 21

16 123

123 95 95
o | g 222.204.

99 10 92
142.20.56.198

142.20.59.149

101 54
255 199

255 231 42

123 95 88

32 86 44

9 10 8

10.20.4.125
PID Src [P Dst IP Dst Port | Protocol | Image path
4 | 142.20.56.198 | 142.20.59.255 138 UDP System
864 | 10.20.4.125 224.0.0.252 5355 UuDP svchost.exe
864 | 142.20.59.255 | 224.0.0.252 5355 UDP svchost.exe
636 | 142.20.56.198 | 222.206.244.5 443 TCP firefox.exe
4| 142.20.59.149 | 142.20.59.255 138 UDP System
864 | 142.20.59.149 | 224.0.0.252 5355 UDP svchost.exe

142.20.59.255

12 220

63 8
23
21

9
103
37

112

224.0.0.252

255 |
231
42
21
123
95

222.206.244.5

142.20.56.198
142.20.59.149

10.20.4.125

142.20.59.255

224.0.0.252



	Front matter
	Slide 1: Mathematics for Cybersecurity
	Slide 2: Plan of the talk
	Slide 3: My path to PNNL
	Slide 4: DOE’s 17 national laboratories tackle  critical scientific challenges
	Slide 5: PNNL is advancing scientific frontiers and providing solutions to critical national needs
	Slide 6: Scientific Discovery
	Slide 7: Plan of the talk

	Cyber 101
	Slide 8: Internet of things – how many do you have?
	Slide 9: Where can defenders “see”?
	Slide 10: Internet communication – what you experience
	Slide 11: Internet communication – behind the scenes
	Slide 12: A Sea of Data
	Slide 13: Aligning data with the cyber kill chain
	Slide 14: Challenges in Cyber Defense
	Slide 15: “OODA loop” – where can mathematicians fit?
	Slide 16: Plan of the talk

	(Hyper)graphs / Netflow
	Slide 17: Application #1: Host and network data
	Slide 18: Mathematical model for communications:  Graph
	Slide 19: Network science: methods to study structure of graphs from real data
	Slide 20: Network science: methods to study structure of graphs from real data
	Slide 21: Network science: methods to study structure of graphs from real data
	Slide 22: Generative graph models – what and why
	Slide 23: Classic simple generative models
	Slide 24: Dynamic graphs – background 
	Slide 25: Hagberg-Lemons-Misra (HLM)3  Model
	Slide 26: Temporal HLM = THeLMa  Model
	Slide 27: THeLMa as a flexible network baseline model
	Slide 28: Case study: synthetic LANL data Two days of network flow4 in 3-minute time windows
	Slide 29: Plan of the talk
	Slide 30: Graph structure is only part of the story…
	Slide 31: Mathematical model for group relationships: Hypergraph
	Slide 32: What kind of data generate Hypergraphs?
	Slide 33: What kind of data generate Hypergraphs?
	Slide 34: Hypernetwork science
	Slide 35: Walks on edges or vertices?
	Slide 36: Hypergraph walks have width
	Slide 37: Hypernetwork science
	Slide 38: Hypergraph construction from multi-column data
	Slide 39: Identifying anomalies via simple dynamic hypergraph measures
	Slide 40: Finding complex patterns  of connectivity
	Slide 41: Plan of the talk

	Topology / High-dim data
	Slide 42: Application #2: High-dimensional data (generally)
	Slide 43: Creating high dimensional data from cyber logs: Feature engineering
	Slide 44: Temporal anomaly detection from feature point clouds
	Slide 45: Structure = Topology
	Slide 46: Persistent Homology
	Slide 47: Anomaly detection pipeline
	Slide 48: Use case example:  BitTorrent Detection
	Slide 49: Plan End of the talk

	Wrap up
	Slide 50

	Backup
	Slide 51


