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Plan of the talk

ÅMy path to a nonacademic career

ÅCybersecurity 101 (accelerated version!)

ÅGraphs and hypergraphs via network flow

ÅTopology via high-dimensional data
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My path to PNNL

ÅMy path was quite linear. Perhaps too linearé

ÅUndergrad @ University of Wisconsin

ÁMath education Ÿ Math

ÁSummer math programs for women

ÁStudy abroad in math program

ÁUndergrad research

ÁInternship with small govôt contractor 

ÅGrad @ Rutgers

ÁPlanned to NOT work in academia after graduation

ÁPure math, not applied. That was a choice.

ÁFellowship with DHS Ÿ internships at PNNL

ÅPostdoc @ PNNL started summer 2011

Paul Heideman and I doing 

undergrad research at UW  
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DOEôs 17 national laboratories tackle 
critical scientific challenges
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PNNL is advancing 

scientific frontiers

and providing 

solutions to critical 

national needs
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Scientific Discovery

ÅJoin extreme scale 
computing and big data 

ÅDeliver advanced 
visualization technologies 
and novel algorithms

ÅApply artificial intelligence 
and machine learning to 
complex computational 
problems

DATA SCIENCE

Search for internship and 

career opportunities at 

https://careers.pnnl.gov/ 

https://careers.pnnl.gov/
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Internet of things ï how many do you have?

May 3, 2025
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Where can defenders ñseeò?

May 3, 2025



?
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Internet communication ï what you experience

May 3, 2025

https://www.google.com

https://www.google.com
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Internet communication ï behind the scenes

May 3, 2025

First your browser must find the IP address for 

google.com via a DNS server

Then your browser establishes a connection with 

the google.com server via a TCP 3-way handshake

Each message is broken up into potentially multiple 

packets and reassembled at the destination

Packets can be aggregated into conversations 

called flow (e.g., IPFlow, NetFlow)

https://www.google.com

?

Google.com 

please

IP 142.251.33.110

I would like to see google.com

I acknowledge your request and 

will send when you are ready

I am ready to receive!

142.251.33.110

Here is the content

DATA!!

Flow record

Source IP

Source Port

Destination IP

Destination Port

Packet count

Byte count

Start time

End time
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A Sea of Data

Authentication: SSH, Kerberos, é

Process logs

Firewall logs

Signature-based alerts

Flow record

Source IP

Source Port

Destination IP

Destination Port

Packet count

Byte count

Start time

End time

DNS Requests
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Aligning data with the cyber kill chain

ÅThe Cyber Kill Chain® lays out the steps that 
an adversary goes through to compromise a 
system and get what they are looking for

ÁThis helps us organize how we think about 
detection ï the earlier the better!

ÅHow can we protect our networks?

ÁInspect the data we have to discover:

VKnown patterns of bad behavior

VUnknown anomalies

ÁBuild in resilience

May 3, 2025

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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Challenges in Cyber Defense

ÅCyber systems do not have ñlaws of physicsò type 
rules. Every rule or standard can be broken. 

ÁThey can be broken by benign people that do not realize 
there is a rule, or by sophisticated adversaries.

ÅAdversaries are finding and exploiting vulnerabilities faster than defenders can 
identify them

ÅSignature-based alerts are still necessary, 
but threat hunting and anomaly detection 
are finding traction

ÁCaution: An anomaly on one network is perfectly 
normal on another (e.g., off site backup vs. data 
exfiltration)
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ñOODA loopò ï where can mathematicians fit?

Observe

ÅCollect data

Orient

ÅDevelop situational 
awareness

ÅRun ñanalyticsò on collected 
data

Decide

ÅWhat should we do based on 
observed data

ÅE.g., patch, segment, target 
additional data collection

Act

ÅCarry out the actions
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Application #1: Host and network data

ÅSnapshot of data from Operationally Transparent Cyber (OpTC) data set 
which includes both host and network events

ÁNetwork data: communications between computers (recorded as ñIP addressesò). 
Records the two computers and metadata about the connection. (See table above.)

ÁHost data: processes occurring on individual computers.

ÅQuestions: What connection patterns exist? How do they change over time? 
Can we find unusual patterns or connections? What do they mean?

time action-

object
host principal pid source IP dest IP dest 

port

protocol image path

9/24 

10:45:00

MESSAGE-

FLOW

SysClient0501 bantonio 2192 10.20.5.191 10.20.2.66 5999 UDP python.exe

9/24 

10:45:02

START-FLOW SysClient0501 bantonio 836 132.197.158.98 202.6.172.98 80 TCP powershell.exe

9/24 

10:45:25

MESSAGE-

FLOW

SysClient0501 bantonio 5100 142.20.57.246 142.20.61.132 80 TCP outlook.exe

9/24 

10:45:29

START-FLOW SysClient0501 bantonio 648 142.20.57.246 202.6.172.98 443 TCP powershell.exe

https://github.com/FiveDirections/OpTC-data/

https://github.com/FiveDirections/OpTC-data/
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2 minutes of flow in LANL system:

|V|=842, |E|=1038

Data from http://csr.lanl.gov/data/cyber1/

Mathematical model for communications: 
Graph

ÅGraphs provide a mathematical model of 
data focused on 2-way relationships

ÁTo ask certain kinds of questions 

VConnectivity of entities

VClustering structure

ÁTo model certain kinds of interactions

VPairwise relationships

ÁNetwork flow graph:

V V = IP addresses / hosts

V E = communications

ñVertexò

ñEdgeò

http://csr.lanl.gov/data/cyber1/
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Network science: methods to study structure of 
graphs from real data

Graph properties

ÅDegree (distribution)

ÅWalk, Path, Diameter

ÅConnected components

ÅCentrality

ÅClustering coefficient

ÅTriangle counting

Åé
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Network science: methods to study structure of 
graphs from real data

Graph properties

ÅDegree (distribution)

ÅWalk, Path, Diameter

ÅConnected components

ÅCentrality ï measured for each vertex

ÁBetweenness: measure of belonging to shortest paths

ÁCloseness: measure of average distance to other vertices

ÁEigenvector: Solution to Ax = ɚx

ÁDegree: degree of vertex

ÁHarmonic: measure of average distance, ok with 
disconnected graph

ÁKatz: related to number of reachable vertices from, with 
farther vertices penalized
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https://commons.wikimedia.org/w/index.php?curid=39064835
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Network science: methods to study structure of 
graphs from real data

Graph properties

ÅDegree (distribution)

ÅWalk, Path, Diameter

ÅConnected components

ÅCentrality

ÅClustering coefficient

ÅTriangle counting

Åé*

* Number of edges, density, average distance, random graph models, link prediction

?

Recall our questions: What connection 

patterns exist? How do they change over 

time? Can we find unusual patterns or 

connections? What do they mean?
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Generative graph models ï what and why

ÅWhat are they?

ÁModels that create graphs possessing properties we are 
interested in

ÅWhat are they good for?

ÁNull model for algorithm testing and experiments

ÁCreate synthetic graphs on different scales

ÁCreate surrogate graph to protect anonymity of data

ÁGraph generation process may give insight into properties 
being matched

ÅWhat makes them good?

ÁInputs are compact & few 

ÁEasily measured from real data or generated artificially

ÁGeneralized and formalized generation process

ÁAvoid ad hoc methods/restrictive assumptions on inputs

Our focus
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Classic simple generative models

ErdŖs-Rényi

ÅMatches: average degree / density

ÅInputs: number of vertices (n), edge 
probability (p)

ÅConnected if 

Chung-Lu

ÅMatches: degree distribution

ÅInputs: degree sequence Ὠ  where 
Ὠ is desired degree of ὺ

ÅTypically 
small-world

ὖόȟὺ  ὴ

ό ὺ All edges 

independent

Paul ErdŖsAlfred Rényi

ὺ ὺ

ὖὺȟὺ  
ὨὨ

ВὨ

Fan Chung Linyuan Lu

ὴ  ÌÏÇὲȾὲ
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Dynamic graphs ï background 

Å 

ÅDynamic graph considered as a 3-tensor with dimensions Ὕ ὠ ὠ
ÁEntry at index ὸȟὺȟύ  if ὺȟύ  ɴὉ

Å(Static) Random graph models often used as null models ï Erdos-Renyi, Chung-Lu, other 
specialized models

ÅRandom dynamic graphs:

ÁDynamic Erdos-Renyi 1 ï missing edges appear with probability Ŭ, existing edges disappear with 
probability ɓ

ÁDynamic Chung-Lu 1 ï Poisson process, edges added at rate ɚ, removed at rate ɛ

ÁDynamic block model 1 ï Poisson process, rate of addition and removal of edges depends on group 
membership

ÁAdditional survey of methods 2 

1 Xiao Zhang, Cristopher Moore, and Mark EJ Newman. "Random graph models for dynamic networks." The European Physical Journal B 90.10 (2017): 200.

2 Holme, Petter, and Jari Saramäki. "Temporal networks." Physics reports 519.3 (2012): 97-125.
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Hagberg-Lemons-Misra (HLM)3 
Model

Gi Gi+1

M

Å HLM was created to mimic 

network traffic 

Å Each Ὃ is Chung-Lu

Å Cannot capture density changes 

over time.

3 A. Hagberg, N. Lemons, and S. Misra, Temporal 

reachability in dynamic networks, in Dynamic 

Networks and Cyber-Security, WORLD 

SCIENTIFIC (EUROPE), Mar 2016, pp. 181ï208.

Pairs όȟὺ in 

M with prob. ‌

Note: can 

generalize to 

arbitrary edge 

probability 

matrix P and 

alphas for 

each edge


